STAYING CYBERSAFE

GETTING READY TO GO

Keep a clean machine
0 Make sure everything (ex, security, critical software) is
uptodate and keep them updated on travels

Llock down your login
[ Fortify online accounts, enable strongest authentication tools
(ex, biometrics, security keys, unique onetime code) through an

app
® Make sure all devices are password protected

e Think before you app
0 Review privacy policy and understand what data the app
can access on your device before you download
[ Delete apps that you don't use anymore

e  Own your online presence

0 Set up privacy and security seffings on web services and
devices

WHILE ON THE GO

® Actively manage location services
0 Turn off location services when not in use because they
can expose location, even through photos

o Get savvy about WiFi hot spots
[ Don't transmit personal info or make purchases on unsecure
networks

0 Use a VPN or phone as personal hotspot to be more secure

e Turn off WiFi and Bluetooth when idle

[ When these are on, people can connect and track your
whereabouts. If not needed, turn them off

® Protect your money
0 Shop or bank on secure sites. Addresses that start with
"https:/ /" or “shitp:/ /" take more security. While an
"http:/ /" is not secure

® Never use public computers to log into any accounts
[ Be extremely cautious on public computers in airports, hotel
lobbies and infernet cafes
0 Keep activities generic and anonymous

e Share with care

® Think twice about what you post that you wouldn't want some
people to see
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